
DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the DoD Industrial Security Manual apply
to all security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING
a. FACILITY CLEARANCE REOUIRED

SECRET
b. LEVEL OF SAFEGUARDING REOUIRED

SECRET

2. THIS SPECIFICATION lS FOR: (X and complete as appl¡cable) 3. THIS SPECIFICATION lS: 1X and com plete as applicable)

X
a. PRIME CONTRACT NUMBER

TBD X a. ORIG¡NAL (Conplete date ¡n â// cases)
DATE (YYYYMMDD)

2008013 I
b. SUBCONTRACTNUMBER

TBD
b. REVISED

(Supersedes a//
previous specs,

KtsVIiiIUN NU. DATE (YYYYMMDD)

c. SOLICITATION OR OTHER NUMBER

w91l3M-08-R-0002
DUE DATE (YYYYMMDD)

c. FINAL (Complete ltem 5 in all cases)
DATE (YYYYMMDD)

4. lS THIS A FOLLOW-ON CONTRACT? | | YES I X I tlo. lf Yes, complete the follow¡ns:

Classif¡ed mater¡al received or generated under (Preceding Contract Number) is transfened to lhis follow-on contract

5, IS THIS A FINAL DD FORM 254?

ln response 10 the contractois request dated

IYES I X I NO. Jf Yes, complelethefollow¡ng:

, retention of the classified material is authorized for the period of

6. CONTRAGTOR (lnclude Commerc¡al and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE

FOR BIDDING PURPOSES ONLY. NOT VALID FOR
ACTUAL CONTRACT, UPON AWARD, CONTACT
JPEO-CBD SECURITY WITH CONTRACTOR'S NAME &
CAGE CODE FOR COMPLETION OF FORM.

b. CAGE CODE

TBD
c. COGNIZANT SECURITY OFFICE (Name, Address, and Z¡p Code)

TBD

7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE

TBD

b. CAGE CODE

TBD

c. COGNIZANT SECURITY OFFICE úVame, Address, and Zip Code)

TBD

8, ACTUALPERFORMANCE
a. LOCATION

Contractor location

b. CAGE CODE

TBD
c. COGNIZANï SECURITY OFFICE (Name, Address, and Zip Code)

TBD

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

To manufacture lateral flow immunoassay containing end items, and to store and dishibute immunochromatographic Hand Held Assays,

Operational and Training Hand Held Assay Panels, Joint Portal Shield canier box assemblies, JBPDS carrier box assemblies, Biological Sampling
Kits, and Electrochemiluminescence (ECL) products for the Joint Program Executive Office for Chemical and Biological Defense.

10. CONTRACTORWILL REQUIRE AGGESS TO: YES NO 11. IN PERFORMING THIS CONTRACT. THE CONTRACTORWILL: YES NO

a. COM¡TUNICATIONS SECURITY (COMSEC) INFORMATION X \U I HtsR X
b. RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUI\¡ENTS ONLY X
c. CRITICALNUCLEARWEAPON DESIGN INFORMATION X c, RECEIVEAND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X d. FABRICATE, MODIFY. OR STORE CLASSIFIED HARDWARE X
e. INTELLIGENCE INFORITATION e. PERFORM SERVICES ONLY X

(1) Sens¡t¡ve Compartmented ¡nformation (SCl) X INhUK
AND TI X

(2) Non-SCI X s 5 UF UtsFtsNsE I EUHNIUAL INFUKMA I I()N
Y DISTRIBI.JTION CENTER X

r. SPECIAL ACCESS INFORMATION X h. REOUIREACOMSECACCOUNT X
g. NATO INFORMATION X i. HAVE TEIVPEST REQUIRÊMENÏS X
h. FOREIGN GOVERNMENT INFORMATION X i. HAVEOPÉRATIONSSECURITY(OPSEC) REQUIREMENTS X
¡. LIMITED DISSEI\¡INATION INFORIUATION X K. BEAUTHORIZED TO USETHE DEFENSECOURIER SERVICE X
j. FoR oFFtcrAL usE oNLY TNFORIVIATTON X I. OTHER (Speclfy)

As directed/required
X

k. OTHER (Specify)

As directed/required
X

PREVIOUS EDITION IS OBSOLETE. Adobe Profess¡onal 7.0



12. PUBLIC RELEASE. Any information (classified or unclasslfed) pertaining to this contract shall not be released for publ¡c d¡ssemination except as provided

by the Industrial Security Manual or unless lt has been approved for public release by appropriate U.S. Govemment authority. Froposed public releases ohall

be submitted for approval prior to release l---l Oir".t l- X I fhrorgt (specify)

No public release authorized

to the Directo¡ate for Freedom of lnformat¡on and Security Rev¡ew, Office of the Assistant Secretary of Defense (Public Affairs)" for review.
"ln the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SEGURITY GUIDANCE. The security classifìcat¡on guidance needed for this classified effort is identifìed below. lf any diffìculty is encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended
changes; to challenge thê guidance or the class¡fication ass¡gned to any ¡nformat¡on or material fumished or generated under this contracu and to submit any
questions for interpretat¡on of this guidance to the offÌcial identified below. Pending final decision, the information involved shall be handled and protected at the
highest level of classification assigned or recommended. (Fill in as appropriate for the classified effott. Attach, or forward under separate correspondence, any
documentslguides/extracts referenced here¡n. Add additional pages as needed to provide complete guidance.)

l. All classified infotmation received and generated under this contract shall be safeguarded in accordance with the National
Industrial Security Program Operating Manual (NISPOM), January 1995, as amended May l, 2000. All classifìed information
received/generated under this contract shall be classified in accordance with the attached Critical Reagents Program Security

Classification Guide, November 3, 2005. The contractor shall comply with U.S. Army OPSEC Regulation 530-1, March 1995.

2. All discussion of classified information regarding this contract shall be communicated in writing to the following office:
Chemical Biological Medical Systems-Medical Identification and Treatment Systems

ATTN: Critical Reagents Program Director

SFAE-CBD-CBMS-MITS
Bldg 3330/157, 5138 Blackhawk Rd

APG, MD 21020-5424

3. The Contractor will require access to classified information up to and including SECRET classifìcation level.

4. All computer hardware equipment to be used by the Contractor to process classifìed information shall be previously approved in
writing by the cognizant security officer before the computer hardware equipment may be used for that purpose.

5. The Contractor shall immediately return all classifìed program material to the Joint Program Executive Offìce for Chemical
Biological Defense - Critical Reagents Program Director at the written direction of the Contracting Officer.
6. No foreign nationals or resident aliens shall be employed in the performance of this contract unless previously approved in
writing by the cognizant Contracting Officer. All such requests for approval shall provide the following particulars regarding each

employee: Full legal name, date of birth, gender, place of birth, country of citizenship, alien registration number (green card

number) or type and number of non-immigrant visa under which employed, port of entry into the United States of America, and type
of position in which the individual will be employed during contract or subcontract performance.

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in add¡tion to ISM requirements, are established for this contract. | | Yes I X | ¡lo
(lf Yes, identify the pertinent contractual clauses in the contract document itself, or provide an approry¡ate statement which identifies the
requ¡rements. Provide a copy of the requ¡rements to the cognizant security ofÍ¡ce. Use ltem 13 if additional space is needed.)

15. INSPECTIONS. Elementsof thiscontractareoutsidetheinspectionresponsibilityof thecognizantsecur¡tyoffìce. I lYes I X lttto
(lf Yes, explain and ident¡fy spec¡fic areas or elements carved out and the act¡v¡ty responsible for ¡nspect¡ons. Use ltem 1 3 if additional space ¡s needed.)

16. CERTIFIGATION AND SIGNATURE, Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All quest¡ons shall be referred to the official named below.

SECURITY OFFICER (301) 619-7624

Chemical Biological Medical Systems a. CONTRACTOR

b. SUBCONTRACTOR

c. COGNIZANT SECURITY OFFICE FOR PRIME ANO SUBCONTRACTOR

d, U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMìNISTRATION

e. AD[4INISTRATIVE CONTRACTING OFFICER

f. OTHERS AS NECESSARY


